A GOVERNMENT GUIDE TO DECENTRALISED
IDENTITY

TOPPAN

TOPPAN Security

A guideline for governments who want to lead their couniry to economic growth through digitization.

GOVERNANCE & STRATEGY

National coordination, inclusion of ministries, & long-term sustainability.

CITIZEN EXPERIENCE & ACCESSIBILITY

Usability, accessibility, and trust.
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4+ DO’S DON’TS

Let each ministry build its own digital

Build a trusted governance framework A0
identity system.

across ministries & agencies.

Focus only on technology without
aligning policy and governance.

Plan for scalability & inclusion from
day one.

Roll out in stages to manage Overlook rural or offline populations.

backend load & adoption smoothly. )
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DON’TS

Use text or email codes during
onboarding — they degrade UX
& cause drop-off.

+ DO’S

-~ Create one app for all government
@ services.

Exclude the private sector from
digital ID use cases.

Offer easy onboarding with clear
guidance.

Treat identity as a one-time login tool
L @ rather than a reusable trust layer.

3\‘ Design inclusive experiences for low-
ST

connectivity environments. J

TECHNOLOGY & ARCHITECTURE

Focus: interoperability, open standards, & decentralised infrastructure.

PRIVATE SECTOR & VERIFICATION

Collaboration with private sector & cross-border partners.
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+ DO’S X DON'TS

Ensure interoperability across ministries Cenfralise sensitive data in a single
<=7 & borders. repository.

Adopt open international standards @ Lock yourself into proprietary vendor
(W3C, ISO, ICAO). frameworks.

%<0, Design for online & offline verification % Represent physical documents in

L “e"‘ to support all users. ) the app (“flashpass”)

~ N

+ DO’S

Enable the private sector to verify 2.~ Exclude private sector from identity
digital identities both online & offline. wa use cases.

X DON’TS

verification infrastructure. isolation.

g Foster public-private partnerships for Ci)j Build verification systems in

Align with regional and international

=== |gnore global interoperability.
frust frameworks.
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SECURITY & DATA PROTECTION

Privacy, data minimization, & user control.
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+ DO’S

Embed privacy-by-design and user consent mechanisms.

ﬁ Store credentials securely in the user’s wallet, not central databases.

9% Use verifiable credentials for authentication.
L

DON’TS

Aggregate sensitive citizen data centrally.

Allow tracking or profiling via the identity system.




